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AyTteHTudukanus

beszomnacHocth nHopmaruu

l'ocynapcrBennas
nH(pOPMAaLMOHHAs cUCTEMa

Hoctyn k undopmanuu
JocTynmHoCTh

3amura napOpMaIUn
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amumaemast uHGopMaus

Nnentudukanus

Nudopmarmonnas cucrema

HNudopmarimonHbie pecypesl

Wudopmannonnsie
TEXHOJIOTHH

Wndopmanus

Kontponupyemas 30Ha

KondpuaeHnuansHOCTh

O06paboTka nepcoHaIbHbBIX
JAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JeiicTBus 1O TpoBepKe MOATUHHOCTH CyOBEKTa JocTyma
B WH(OPMAITMOHHOH cucTeMe

CocrosiHME  3alIMINIEHHOCTH HWHQPOpPMAIMH, IPH KOTOPOM
o0ecrieueHbl €€  KOH(UIEHIMAIBbHOCTb,  JIOCTYIMHOCTH
U IIEJIOCTHOCTb

WNudpopmanronnas cucrema, cozaBaeMas B LEISIX pealn3aluu
MOJTHOMOYHI roCyIapCTBEHHBIX OpraHoB
u obecriedyeHuss oOMeHa UWHPOpMaLUel MeXIy ASTHUMHU
OpraHamH, a TaKK€ B MHBIX YCTAaHOBJCHHBIX (henepansbHbIMU
3aKOHAMU TENIX

Bo3moskHOCTB MONTyueHust UHGOPMAIMK U €€ UCIOIb30BAHUS
CocrossHue HWHPOpPMAIMK, XapaKTEPU3yeMOe CITIOCOOHOCTHIO
TEXHUYECKUX CPEICTB U HMHGPOPMAIMOHHBIX TEXHOIOTHi
obecrieunBaTh OECHPENATCTBEHHBIH J0CTyNn K HH(OopManuu
CyOBEKTOB, UMEIOIIMX Ha 3TO MOJTHOMOYHS

3amuTta wuH(OpManuy, HampaBieHHas Ha MPeAOTBpalleHUE
NOJTY4YeHUsl 3alluiiaeMod HMHQPOpPMaLUU 3auHTEPECOBAHHBIMU
CyObeKTaMH ¢ HapyLIICHHEM YCTAaHOBJIEHHBIX HOPMATHBHBIMH
W TIPAaBOBBIMH JOKYMEHTaMHU (aKTaMW) WJIH 00JaaaTesiMu
uHbOpMAIIMU TpaB WM TPaBWJI pasTpaHUUYEHUs] JOCTyMa
K 3alUIIaeMoi HHpOpMaIiH

Nudopmanus, sBISIOmAscS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeXAalllas 3alldTe B COOTBETCTBUU C TPeOOBAHHUSIMHU
IPaBOBBIX JIOKYMEHTOB WIH TpeOOBaHUIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(OpMaIuu
[TpucBoenue cy0ObekTaM U 00bEKTaM J0CTYIa UACHTUPHUKATOPA
U (MIM) CpaBHEHHE TPEeNbSIBIIEMOro HUACHTU(UKATOPA
C MepeyHeM PUCBOCHHBIX HICHTH()HUKATOPOB

COBOKYMHOCTh cojiepxaiieiics B 6a3zax JaHHBIX HHGOpMAIUH
u obecrieunBaroIMX ee  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenbHBIE TOKYMEHTHI U OT/EIbHBIE MAaCCUBBI JOKYMEHTOB,
JOKYMEHTBl M MacCHUBbl  JOKYMEHTOB,  COJEprKalluecs
B UHPOPMAITMOHHBIX ~ cucTeMax  (OMOIMOTEeKax, apXuBax,
dbonmax, 6aHKax JaHHBIX, HHPOPMAIIMOHHBIX CUCTEMAX IPYTUX
BHJIOB)

[Ipomecchl, MeTonasl mMowcKa, cOopa, XpaHEHHUs, O00pabOTKH,
MPEIOCTaBIEHUS, PACIPOCTPaHEHHs] MH(OPMAaLUU U CHOCOObI
OCYILIECTBIICHUS TAKKX MPOIECCOB U METO/IOB

Csenenus (coobmenwus, JTaHHbIE) HE3aBHCUMO
oT ()OpMBI UX IIPEJICTABICHUS

[IpoctpanctBo  (TeppuTOopHsi, 30aHUE, YacTh  3IaHUS),
B KOTOPOM HCKJIFOUEHO HEKOHTPOJIUpPYEeMOe NpeObIBaHHE JIUILL,
HE WMEIOIMUX IIOCTOSHHOTO WJIM  Pa30BOTO  JIOMYCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

Ob6s3arenbHOE 111 BBITOTHEHHS JTUIIOM, TOJIYYUBLIUM JIOCTYII
K OompeaeslieHHOM HH(opManuu, TpeOOoBaHUE HE IepeaaBaTh
Takylo UHGpOpManuio TPEeThbUM JHLaM 0e3  corjacus
ee obnanaTens

JleiicTBus (orepannu) ¢ MEePCOHATBHBIMU JTaHHBIMHU, BKIIIOYAst
cOop, cUcTeMaTu3alMio, HaKOIUICHHE, XpaHEHHE, YTOYHEHUE



Omnepatop

HepCOHaJ'IBHBIe JaHHBIC

VYrpo3za 6e3omacHocTi
nH(pOpMAIUn

Y a3BUMOCTE

IlenocTHOCTD

(oOHOBIEHHE, U3MEHEHHE), MCIIOJIb30BAaHUE, PACTIPOCTPAHEHUE
(BTOM uymcne mepemady), oOesnuuuBaHHE, OIOKHPOBaHUE,
YHUYTOKEHUE NEPCOHATBHBIX JAHHBIX

FPaXAAHUH WIM IOPUAWYECKOE JIMIO, OCYILIECTBISIOLINE
NEeSTeNbHOCTh MO JKCIUTyaTallud WH(POPMAIIMOHHON CHCTEMBI,
B TOM uucie 1Mo obOpaboTke wWHGOpMAIH, COIEpKaIIeHcs
B ee 0azax JaHHBIX

Jlrobast uHOpMaIUs, OTHOCAIIASACA K TMPSMO WIM KOCBEHHO
OIpEICIIEHHOMY WJIM OIpesiesieMoMY (GU3UUYECKOMY JIUILY
COBOKYMHOCTh ~ YCIIOBHH W (PaKTOpOB,  CO3JAFOIIUX
MOTEHIUATbHYIO W peaibHO CYILECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO c yTEUKOU uHpopmanuu
W/WIIM HECAHKIIMOHUPOBAHHBIMHA HI/MJTM  HETIpeTHAMEPEHHBIMH
BO3JECHCTBUIMH Ha HEE

HenocraTox (cmaboctp) POrPaMMHOT0
(TIporpaMMHO-TEXHHYECKOT'0) CPEACTBA MIIM MHPOPMALIMOHHON
CUCTEMBI B II€JIOM, KOTOPBIM (KOTOpas) MOXKET OBbITh
UCIOJIb30BaHa Il peaju3aluu  yrpo3  0e30macHOCTH
UHpOpMaITUN

YceroitunBocth  MHGOpMAMKM K HECAHKIIMOHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Mpolecce o0paboTku
TEXHUYECKUMHU CPEJICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOXKET
ObITh YHUUTOXKEHHE U UCKaXKEHHE HH(pOpMaLuu



T'OCTP
Tlonutnka

TBJIOY

dCB Poccun
DOCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

lNocynapcrBennsbiit crannapt Poccuiickoit denepanuu

[Tonmutuka wuHOpManMoOHHONW Oe3onmacHocTH ['ocynapcTBEHHOrO
OIO/DKETHOTO  JIOLIKOJIBHOTO  00pa30BaTENbHOTO  YUPEKACHUS
nerckuid can Ne 13 komnencupyromiero Buaa [Ipumopckoro paitona
Cankr-IletepOypra

locynapcTBeHHOe  OIOMKETHOE  JIOIIKOIbHOE  00pa3oBaTelibHOE
yupexxaenue gaerckuii cax Ne 13 kommeHcupyromero Buia
[Tpumopckoro paiiona Cankt-IlerepOypra

denepanpHas cyx6a 6e3onacHoctn Poccuiickoit deneparuu
®denepanpHas ciiy’k0a 0 TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHON  O€30MaCHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPAaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pykosoactByercss I'B/IOY, a Takke OpraHM3allMOHHBIX, TEXHOJOTMYECKMX M IPOLEAYPHBIX
acmeKToB obecrieueHus1 HHOPMAITMOHHON 0€30MacHOCTH.

[Monoxxenus  Hacrosmei  [lomuTuku He  pacmpocTpaHsiloTcss Ha — o0OecredeHue
MH(POPMALMOHHON 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOHM 3amadeii B oOmactu wuHpopmanmonHou Oe3omacHoct ['BJIOY  mpusHaer
COBEPIICHCTBOBAHME MEp M CpPEACTB oOecmedeHus 3amuThl HHpopManuu UHGOPMAIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHA 3aKOHOAarenbcTBa Poccuiickoi Pexepanuu U HOPM
perynupoBanus HWHG)OPMALMOHHON NEATETbHOCTH B TEKYHIMX YCIOBUAX (PYHKIIMOHUPOBAHHS
WH(POPMAITTOHHOTO TIOJIS.

IIpu pazpaborke [10AMTUKK YyIUTHIBATUCH OCHOBHBIE MPUHIIMIIBI CO3JJAHUS CUCTEM 3allUThI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOTrpaMMHBIX U allllapaTHO-MPOrPaMMHBIX CPEJICTB 3aIIUThI UHPOPMAIIUH.

B pamkax cBoeil nestenbHoctd I'BJIOY 00s3yercs npeanpuHUMaTh BCe BO3MOXKHbBIE MEPbI
JUTS 3aIIUTHI UHPOPMALIUU OT YIpo3 0€30macHOCTH HH(POPMAITHH.

TpeboBanus wHPOPMAIMOHHOM OE30MACHOCTH, COOTBETCTBYIOT IIEJISAM JEATEIHHOCTH
I'BAOY u npenHa3zHavyeHbI Al CHUKEHHS PUCKOB, CBSI3aHHBIX C peajn3aiueil yrpo3 6e30macHoCcTr
uH(pOpPMaLIUH.

[Tomutuka goctynHa Bcem padotHukaM ['b/IOY u BceM mosp30BaTesnsiMm €ro pecypcoB.

2 IEJH U 3AJJAYYA OBECHEYEHUSA THO®OPMAIIMOHHON BE3ONMACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIICHHUH

Cyb6bexramu nipu odecrieueHnn nHpopmarmonHon 6e3onacuoctu B 'BJIOY sBstores:

PabOTHUKHU CTPYKTYPHBIX MOpa3IeTICHH (B TOM YUCIe YBOJICHHbBIE);

rpaxjaaHe, paboTarolye 1Mo J0roBopaM rpak JaHCKO-IIPaBOBOI'0 XapaKkTepa;

¢u3nueckue muIa, MNPEICTABUTEIN KOHTPAr€HTOB B pPaMKax HCIOJHEHUS JIOr OBOPHBIX
00s13aTENbCTB;

¢busnueckue nuna, nojasmre oopamenue B aapec ' bAOY;

IOpUAMYECKUE JIUIA, B PaMKaX HCIIOJIHEHUS JIOTOBOPHBIX 00S3aTENbCTB UM BO UCIOIHEHUU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbcTBa Poccuiickoit deneparuu;

OpraHbl FOCYJapCTBEHHOM BJIACTH.

O0bexTbl THGPOPMALMOHHBIX OTHOLICHHUIH

O6bexkTaMu UH(GOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

uHpopmanuonnsie pecypcsl 'BIOY;

rOCyJapCTBeHHble  MH(POpPMaMOHHbIE cucTeMbl  OmeparopoM  KOTOPBIX  SIBJISETCS
I'AOY;

nporeccel  00pa0oTku  umHGopMmauuu B MHpOpManuoHHBIX  cuctemax ['BJIOY,
UH(POPMAIIMOHHBIE TEXHOJOTMH, pEerjJaMeHThl M Mpoleaypbl cOopa, o0O0pabOTKH, XpaHEHHS
U niepeaadr nHpopmanuu;

uHpopManmoHHasi HUH(PACTPYKTypa, BKIIOYAIOIIAs CUCTEMBl O00pabOTKH, XpaHEHUS
W aHajM3a WH(OpMAIMH, TIPOrPaMMHBIE U IIPOrPaMMHO-aMIapaTHbIE CPEJICTBA, B TOM YHCIIE KaHAJIBI
CBSI3U U TEJIEKOMMYHUKALIUH;

CHCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTH U TOMEUICHHS, B KOTOPBIX Pa3MeIIeHBI
cpeacTBa 00paboTKU MHPOPMALUH.

Ienu obecnieyeHust UHGpoOPMANUOHHOI 0€30NMACHOCTH

OcHoBHOM Tenbl0 oOecnieueHuss uHpopmarmonHon Oe3zomacHoctn ['BJIOY  sBastoTcs
JICWCTBUSL HANpABJICHbl HA JIOCTM)KEHUE 3aIUTHI CYOBEKTOB HMH(OPMAIIMOHHBIX OTHOIICHHUH OT
BO3MOXXHOT'O HAHECEHHsI WM MAaTepHaJbHOro, (H3NYECKOr0, MOPAIBLHOTO WM WHOrO yiepoa,



MOCPEACTBOM  CIYYaHOrO  WJM  NIPEeJHAMEPEHHOro  BO3JEUCTBUA  HAa  HMH(OpMAIHIO,
B TOM YHUCJIE!

obecrieueHus OTKa30yCTOWYUBOIO (YHKITMOHUPOBAHUS MIPOrpaMMHBIX
1 anmapaTHo-niporpaMMHbIX cpenacTB [’ BJIOY u nmpenocTaBisieMbIX CEPBUCOB;

COONIIO/IGHUS TPaBOBOI'0 PEXKKMMa UCIONB30BAaHUS MACCHBOB M CpPEACTB 00palbOTKH
uH(popMaLnu;

MPEeOTBpAIICHUS] peanu3aluy  yrpo3 0e30MacHOCTH HWHGOpManuu TpHU  OCYIIECTBIECHUU
nesteapHocTd 'BAOY.

3agaun obecneyeHnst HH(POPMAMOHHOI 0e30NACHOCTH

Jloctmkenue 1ieneit odecnedeHus HHGopMaImoHHOW 6e30MacHOCTH M CBOMCTB MH(GOpMAIINH,
I'BJOY pemaercs cneayrommumMu 3a1a4aMu :

3alIMTHI OT HECAHKIIMOHMPOBAHHOTO JIOCTYINA K HH(POPMAIIMOHHBIM pecypcam;

pasrpaHuyeHus] JOCTyIa Mojb30BaTeNell K MH(OOPMAIMOHHBIM, alllapaTHbIM, IPOrpaMMHBIM
Y MHBIM pecypcam,

pEeTUCTpalliii ¥ TEPUOIUYECKOro KOHTPOMNS JEHCTBHI Tmoib3oBaTenell mpu oOpaboTke
3alUIIaeMoil HHPOpPMAaIMK U MEPUOJUYECKUN KOHTPOIb KOPPEKTHOCTH UX JCHCTBHIA;

KOHTpPOJIsI LIEIOCTHOCTU CpEIbl MCIOJHEHUS MPOrpaMM M €€ BOCCTAHOBJIEHHE B Cllydae
HapyIlIeHNUS;

oOecrieueHuss ayTeHTU(DHUKAIMM W HUACHTU(PUKAUM  TOIH30BATENCH, y4aCTBYIOIIUX
B MH(OPMAITMOHHOM OOMEHE;

obecrieueHus UCIIPABHOCTH MPUMEHSIEMbIX B MH(OPMAITMOHHBIX cucreMax
I'BAOY cpencts 3amuThl HHpOpMaIUK;

CBOEBPEMEHHOTO BBISBJIIEHHE HWCTOYHUKOB yrpo3 Oe3omacHOCTH HWHGOpPMALKU, MTPUYUH
U yCIOBHH, CIOCOOCTBYIOIIMX  HAHECEHHIO  yliepba  3aMHTEPECOBAHHBIM  CYObEKTaM
WH(POPMAITMOHHBIX OTHOIIIECHU;

CO3/IaHHEM CIY:KObl MOHMTOPHHIA M pearupoBaHMsI HA Yrpo3bl 0€30MacHOCTH HH(OpMAIUH
Y HETaTUBHbIE MTOCIIECTBU;

CO3/IaHUEM YCIIOBUH UI1 MUHMMM3AIMH HAHOCUMOTO yIiepOa HelmpaBOMEPHbIMH JAEHCTBUIMU,
W yCTpaHEHHUE MOC/IeACTBUI HapylieHus: nHpopmarmonHoi 6e3omacHoctu B ['B/I0Y.

Pemenue Boimenepeunciaenssix 3a1a4 B I'BJIOY ocymiecTBisercs nocpeacTBoM:

yudeTa Bcex MOAJIeKAIUX 3alluTe HTHPOPMAIIMOHHBIX PECYPCOB;

KYpHAITMPOBAHUSI AIEUCTBUIN MEPCOHANA, OCYIIECTBISIONIEr0 00CTyKUBaHUE U MOTU(DUKALIUIO
MIPOrPaMMHBIX ¥ TIPOTPaMMHO-ANNaPaTHBIX CPEICTB HH(OPMAITMOHHBIX CUCTEM;

pernamMeHTanuu npoueccoB o0paborku uHpopMauuu, aeictBuili padbotHukos I['BJAOY,
OCYUIIECTBJISIOIINX IKCILTyaTallui0 MPOrPaMMHBIX U MIPOrpaMMHO-AMNNapaTHBIX CPEJICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3AI[MOHHO-PACTIOPSIUTENLHBIX JOKYMEHTOB I10 3alIUTe WH(OpMaIInu;

Ha3HAYEeHUS U MOArOTOBKON PaOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aLlMIO0 U OCYIIECTBIIEHUE
MEpONPUSTHH 10 oOecnieueHnio nHpopManronHo# 6e3omacHoctu B B0V

HaJeNeHUs] KaXIoro pabOTHMKAa MHUHUMAIBHO HEOOXOIMMBIMH TpaBaMu Mpu padboTe
B MH(POPMAITMOHHON MHPPACTPYKTYpPE COINIACHO X JOIKHOCTHBIM 00s13aHHOCTSIM;

coOuro/IeHns BceMH pabOTHUKAMU, SKCILTYaTUPYIOIUMU M O0CITYKHBAIOUIMMH MIPOrPaMMHBIE
W TOporpaMMHO-ammapartHble  CpelNCcTBa, TPeOOBaHUW  OPraHHU3AIMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecriedyeHns HHPOPMAIMOHHONW 0€30acHOCTH;

MEePCOHAIbHON OTBETCTBEHHOCTBHIO KaKJOT0 pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKaxX CBOUX (PYHKIIMOHAIBHBIX OOS3aHHOCTEH B IMpoIlleccax aBTOMATU3MPOBAHHON 00pabOTKH
nH(GOPMALIUU ¥ UMEIOMIETO JOCTYII K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3anue TEXHOJIOTHYECKHUX IMPOIEecCOB 00paboTku WHOOpMAIIMU C HCHOJIb30BaHUEM
KOMIUIEKCOB ~ OPTraHU3allMOHHO-TEXHUYECKUX Mep 3allUThl IPOrpaMMHOr0  oOecreueHus,
MIPOrpaMMHO-aIllapaTHBIX CPENICTB;

OPUHATHS Mep M0 o0ecrneueHuIo (PU3NYEeCKON LEJOCTHOCTH MPOrpaMMHO-annapaTHIX
CpeAcTB MH(POPMALMOHHBIX CHCTEM M MOJJCPKAHMEM HEOOXOJMMOrO YPOBHS 3alUILEHHOCTH
KOMITOHEHTOB;

UCIOJIB30BaHUS MPOrPAMMHBIX M MPOrPAaMMHO-AIIAPaTHBIX CPEACTB 3alUThl MH(POpPMALUH



obopabarsiBaeMoM B ' BJIOY u aaMHUHUCTpAaTUBHOM MOAAECPKKON WX HCIIOIB30BaHUS;

KOHTpOJIA ~ COONMIOJIEHUST  TOJNb30BaTeNsIMU  HWH(DOPMAIIMOHHBIX  CHCTeM  TpeOoBaHUt
1o obecreyeHno HHPOPMAITHOHHOM 0€30MaCHOCTH;

MPOBEICHHS aHan3a d(PPEKTUBHOCTH MPHUHATHIX MEP 3aIUTHl HHPOPMAITUUA U TIPUMEHIEMBIX
cpencts 3ammuThl nHGopmaruu B I'BJIOY;

pa3paboTKu W pealn3aludd NPEJIOKEHUM IO COBEPIICHCTBOBAHUIO CHCTEM 3allUTHI
nndopmaruu B 'BJIOY.

3 MPUHIMUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOMN BE3OINACHOCTH

Ob6ecrieuerrie MHPOPMAIIMOHHONW 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIEIyIOIIMMU OCHOBHBIMU MPUHLUIIAMHU:

IIpyuHIMN 32aKOHHOCTH

[Tpu BBIOOpE MepoONpHATHN MO 3amuTe WHPOPMALMH, JTODKHO COONIONAThCS JEHCTBYIOIIEE
3aKoHOAaTeNnbCcTBO Poccuiickoit @eneparuu B cepe 3auThl HHGOpMAIUH.

Bce paOoTHHKHM JOMKHBI UMETh IMPEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a IPaBOHAPYIICHHS
B cepe 3amuthl uHpopMmarmu. [IporpammHo-anmapatHele cpelacTa, npumensemslie B I'BJIOVY,
JOJDKHBI UMETh COOTBETCTBYIOIIME JIMIIEH3WU, O(UIUAIBHO MPHOOPETAThCS y MpEICTaBHTENEH
Pa3pabOTUYHKOB 3TUX CPEJICTB WIIH SBJIATHCS MHTEIUIEKTYaIbHOM coOcTBeHHOCTRIO [ BJIOY.

IIpyHIUI CHCTEMHOCTH

[Ipu cozpaHuum CUCTEMBI 3aIMTHI JOKHBI YUUTBIBATHCSA aKTyaJbHbIE YTPO3bl O€30MaCHOCTH
nHpopMaiuu, BO3MOXKHBIE OOBEKTHI M HAIpPaBJIEHUS aTaKk Ha HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3alIMTBl JO/DKHA CTPOUTHCA C YYETOM HE TOJBKO H3BECTHBIX KAHAJIOB YTEUKU
UHPOPMAIIMN, HO M C Y4€TOM BO3MOXXHOCTH TOSIBIICHHS HOBBIX YSI3BUMOCTEH B NPOrPaMMHOM
obecredeHunu.

IMpuHIMI KOMIIEKCHOCTH

KomrmnexkcHoe ucmonb30BaHUE CPEACTB 3alIUTHl WH(OpMAIMK MPEanonaraeT CorlacoOBaHHOE
MIPUMEHEHHE MPU MOCTPOSHUH LEIOCTHON CUCTEMBI 3alIUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3sl OezonacHoCTH HMH(oOpManuu. 3ammra JTO0MKHA CTPOUTHCS SlIeToHupoBaHo. Dusnydeckas
3alTa J0JKHA 00ecieunBaThCs (PU3NYECKMMHU CPECTBAMU M OpraHU3allMOHHBIMU MEpaMHU.

[Ipu noctpoeHuu, BHEAPEHNUN U SKCIUTyaTallkd CUCTEMBI 3alIUThl HH(POPMAIIUN PYKOBOICTBO
I'BAOY o6ecnieunBaer ycinoBus s S((eKTUBHOW KOOpAWHAIIMM JEHCTBHIM BCeX JIMIIL,
00ecrneunBarIUX HHPOPMAIIMOHHYIO 0€30aCHOCTb.

I[IpuHuMN cBOEeBpeMEeHHOCTH

Pa3paboTrka cuctemsl 3amMThl HHPOPMALMK JOHKHA BECTUCH MAapaIeNbHO ¢ pa3paboTKoit
U MHPOPMAIMOHHOW  CHCTEMBL. OTO  TO3BOJUT  ydecTb TpeOoBaHHMA  OE30MACHOCTU
IpU TPOCKTUPOBAHWHM AapXHUTEKTYyphl M, B KOHEYHOM cueTe, co3larh Oonee 3(PQPeKTHBHBIE
UH(GOPMAIIMOHHBIE CUCTEMBI, 00J1a1a011e JOCTATOYHBIM YPOBHEM 3aIIUIIEHHOCTH.

IIpuHIUI NPpeeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAaHWE MEpP M CPEACTB 3allUThl HH(OpMAnMM Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHU3ALMOHHBIX M TEXHUYECKHUX PEIICHMM, KaJpOBOrO COCTaBa, aHaIM3a
(yHKIMOHUPOBAaHUS MH(POPMALMOHHBIX CHCTEM M CHCTEMBbl €€ 3aIllUThl C YYE€TOM M3MEHEHHl
B METOJaxX M CpEACTBaX IepexBaTa HWHQPOpPMAIMH, HOPMATHUBHBIX TPEOOBAaHWI MO 3amIuTe
nH(pOpMaIuu.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHSA 3aTpaT Ha odecrieueHrne nH(GOPMAIIMOHHON 0€30MacCHOCTH M IIEHHOCTH
MH(OPMAIMOHHBIX PECYpCOB Ha BEJIMYMHY BO3MOXHOrO ymiepba OT HX pasrialleHus,
YHUUTOXKEHUSI U HCKaKeHUus. Vcmonp3yemble MEphI M CPEICTBA 3aIIUThl HH()OPMALIUKA HE JOKHBI
YXY/IIaTh 3PrOHOMHYECKUE TOKA3aTeI KOMIIOHEHTOB HH()OPMAITHOHHBIX CUCTEM.

IIpyHI U OTBETCTBEHHOCTH

BosznokeHue oTBETCTBEHHOCTH 3a oOecreueHre 0e30macHoCTr HHGOpMaIuu U ee 00paboTKu
Ha KaXJI0oro paOOTHMKA B IIpelenax €ro IOJHOMOYMH. B COOTBETCTBMM C 3TUM MNPUHIUIIOM
pacrmpeneneHue npaB U O0S3aHHOCTEH PAOOTHHUKOB CTPOMTCS TAaKMM 00pa3oM, 4TOOBI B Cirydae
A1000r0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTENb.



IIpruHUUN 000CHOBAHHOCTH U TEXHUYECKOI peajin3yeMoCTH

WNudopmarimonHble TEXHOIOTHH, TPOrPaMMHBIE M IPOTPaMMHO-aNNapaTHbIe CPECTBa, MEPHI
3amuUThl THQOPMAIIUU JIOJKHBI OBITh pEAM30BaHBI MO COBPEMEHHBIM PEIICHUSM, O00OCHOBAHBI
C TOYKH 3pPEHUS IOCTHHKCHHS 33JIaHHOT'O YPOBHS 3aIUIICHHOCTH MH(POPMAIMK M YKOHOMHYECKOM
[EJIECO00Pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH WH(OPMALIUH.

Ipunuun npogeccuonaanzma

Peanuzamust Mep 3amuThl MH(pOpPMALMM M HKCIUTyaTallUsl CPEICTB 3allUThl HMH(GOpMaIuu
JIOJKHA OCYIIECTBISATHCS IPO(ECCHOHATLHBIMHE CIICIIUATHUCTAMU.

[IpuBneueHue cienMaIM3UPOBAHHBIX OpraHU3AINi K pa3paboTKe CPEICTB U pealn3aliu Mep
3aIuThl UH(GOPMAILMK, MOATOTOBICHHBIX K KOHKPETHOMY BHAY JESITEIbHOCTU MO 00ECIeYeHHIO
0e30macHOCTH MH(POPMAIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTUYECKON PadOThl U JIUIIEH3UH
Ha IPaBO OKa3aHUs yCIYT B 3TOM 00sacTH.

IIpyuHUMN MUHUMM3AIMU TPUBUJIETUH M0JIb30BaTe el

ObecrieyeHre OIB30BATENCH TPUBIIICTUSIMU MUHUMAIIBHO TOCTATOUYHBIMHE JJIs1 BBITIOJHEHU S
MMM CBOMX JIOJDKHOCTHBIX oOsi3aHHOCcTer B ['BJIOY.

4  OCHOBHBIE TPEBOBAHMA 110 3AINUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrtema 3amuThl WHGOPMALMU JOJDKHA IPEIyCMaTPUBATh KOMIUIEKC OpTaHM3allMOHHBIX,
IIPOrpaMMHBIX U MPOrPaMMHO-ANIMAPATHBIX CPEACTB U Mep IO 3amuTe MHpOpMaLKU B Ipolecce
ee 00paboTKH.

Brimonnenue TpeOoBaHUN AOCTUTAETCS 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep 0 3aIuTe HHPOPMAIIUH:

UACHTUGUKAIMY U ayTeHTU(DUKALMY CYyObEKTOB 10CTYNAa U OOBEKTOB JOCTYIIa,;

YIIPaBIICHHUIO TOCTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JI0CTYIIA;

OrPaHUYEHUIO IPOrPAMMHOMN CPEJIbI;

3alUTe MALIMHHBIX HOCUTEJEH NePCOHANbHbIX JAHHBIX;

perucTpanuu coobITHI 6e30MacHOCTH;

AHTUBHUPYCHOU 3aILNTE;

O0HapyXEHUIO BTOPKEHUH;

KOHTPOJIO (aHAJU3Y) 3aIMIIEHHOCTH EPCOHANBHBIX JaHHBIX;

00€ecCTIeYeHHIO0 TIETOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M TIEPCOHATIBHBIX JaHHBIX;

00ecIe4eHnI0 JOCTYITHOCTH NEePCOHANIbHBIX JAHHBIX;

3alIUThI CPebl BUPTYaTU3aLNHY;

3alIUThl TEXHUYECKUX CPEJICTB;

3alUThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Nepelauk JaHHbIX;

BBISIBJIIGHUIO MHIIMJICHTOB U PearnpoBaHUE HA HUX;

yIpaBJeHUIO KoH(pUrypauueil WHGOPMALMOHHONH CHUCTEMBI W CHCTEMBl  3allUTHI
MIEPCOHANBHBIX TaHHBIX.

I'BAOY, xak obGnazatens MH(OpMALMKM OrPaHMYEHHOIO JOCTYIA, MPU OCYILECTBICHUHU
CBOMX ITpaB 00sI3aHO:

COOJIF0IaTh IIPaBa M 3aKOHHBIE MHTEPECHI UHBIX JIUL;

MPUHUMATh HEOOXOIUMbIE MEPHI IO 3alUTe UHPOPMALIUH;

OrpaHMYMBATH JIOCTYl K HMH(OpMAanuHM, ecliu Takas oOOsI3aHHOCTh YCTAaHOBJIEHA
3aKOHOIaTeNbCTBOM Poccuiickon @enepanny.

B tom wuucne I'BJIOY, BmpaBe eciu HWHOE HE MPEIYCMOTPEHO 3aKOHOJATEIbCTBOM
Poccutickoi ®Penepanuu:

paspelaTh WiIK OrPaHUYUBATh JOCTYN K UHPOPMALIMH, ONIPENENISTh OPSA0K U YCIOBHSI TAKOTO
JOCTYIa;

MCIOJIb30BaTh HH(OPMAIIHMIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHUIO;

neperaBaTh HMH(OpPMaLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanyuv OCHOBAHUY;



3aIUIIATh YCTAHOBJIEHHBIMU 3aKOHOJIaTeNhCTBOM Poccuiickoit denepanun criocobamu CBOU
IpaBa B Cilyyae HE3aKOHHOTO NONYy4YeHHs HMH(OpMalMM HIM €€ HEe3aKOHHOTO MCIIOJIb30BaHMS
VMHBIMH JIMLIAMU;

OCYILIECTBIATh HMHBIE JAEHCTBUSA C HMHpOpPMAaLMENW WM pa3peliaTh OCYIIECTBICHHE TaKUX
NEeWCTBUHM, ecau 53TH JeWCTBUS HE NpoTHBOpedar (eaepalbHBIM — 3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBBIM akTaM Pocculickoit denepanui.

3amuTta UHGOpPMALMM  OTPAHUMYEHHOrO  JIOCTyNla HpPEJCTaBiseT CcoOOM  NpuHATHE
OPTraHM3ALMOHHBIX U TEXHUYECKHUX MEp, HAIPaBJICHHBIX HA:

co00/ieHne KOH(UACHIIMAIBHOCTH HH(pOpMaUK (MCKII0YEHUE HEMpPaBOMEPHOIO JTOCTYIIA,
KOIMPOBAHUS, MIPEIOCTABJICHHUS TN PAaCIpOCTpaHeHus HH(opMmarmn);

o0ecrieueHue 1MeJTIOCTHOCTH HH(popMaIuu (MCKIIIOYeHHE HETIPaBOMEPHOTO YHUYTOXCHUS
WM MOAU(PULIIMPOBAHUS HH(DOPMAITIH);

pean3aIuio mpaBa Ha JOCTYI K HHPOpMaIUH (MCKIIOYEHUE HETTPAaBOMEPHOTO OJIOKHMPOBAHUS
nH(pOpMAITUN).

CpencrBa 3amuThl MHGOpMALIMKU BHEAPSIIOTCS 1O PE3yJbTaTaM MPOBEICHUS OLEHKH PHUCKOB
MH(POPMALIMOHHON 0e30MacHOCTH.

Opranuzanus 3amuThl UHGOpMAUKT

IIpu opranmzauuu B I'BJIOY 3amutsl MH(OpMAIMK, TOKHBI BBIMOIHATHCS TpPeOOBaHMS
@enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbpopmanuu, WHPOPMALMOHHBIX
TEXHOJOTMSIX W O 3amuTe HH(OpMAaIMM», KOTOpbIE PETYIMPYIOT OTHOIIEHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKpalleHueM pexuma o0paboTKU 3aluiaeMoi HHGopMaIiHy.
B Tom umcne tpeGoBaHus o 3amuTe WHGOPMAIMM, HE COCTABISAIOUICH TOCYIAPCTBEHHYIO TailHY,
coJieprKalieiics B TOCYyAapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMAaxX YTBEPXKICHHbIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O06 yTBepkaeHUM TpeOOBaHUN O 3alIUTe MUHQPOPMALIUU,
HE  COCTaBJSIOLIEH  TOCYIAapCTBEHHYIO  TalHy, COJEp)Kallelcs B TIOCYJAapCTBEHHBIX
MH(OPMAIMOHHBIX CUCTEMAax» Ui TOCYJapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BIOY saBnsiercss Oneparopom.

B I'BZIOY nomumo peanu3aiui OCHOBHBIX MEP 3alIUThI HH()OPMAITUU OCYIIECTBIISIETCS

peryiasipHasi  OIEHKa ¥  yIOpaBleHHE pUCKaMH HMH(OPMAMOHHON  0E30MacHOCTH
B COOTBETCTBHMHU C YCTAHOBJIEHHBIMU MPOLEAYPAMHU B 00JIACTH yIIPaBICHUS PUCKAMU;

uH(pOPMHUPOBAHUE, o0y4yeHue u IIOBBILIEHHE KBaJTH(HUKALIUN pabOTHUKOB
I'BAOY B chepe nrpOpManmoHHON OE30aCHOCTH;

MeTOoAMYecKass TIOMOIIb pabOOTHUKaM B BONpocax obOecrnedeHus HWHPOPMaAIMOHHON
0C30I1aCHOCTH;

aHaJIM3 ¥ MOUCK BO3MOYKHOCTEH MO MOBHIIIEHUIO YPOBHS 3alIMIEHHOCTH WH(OPMALIUH.

Jnst opranuzanuu 3amuthl nHGopManuu, ['6JIOY BnpaBe nmpuMEHSTh CpEACTBA U METOJIBI
TEXHUUYECKOM 3aIMThl, NPEANPUHUMATL Jpyrue, HE NPOTHBOpEYAIIME 3aKOHOLATEIIBCTBY
Poccuiickoit ®enepannu, Mepsbl.

B pamkax oOecrnieueHus 3amuThl UHQOPMAaLIMK, B paMKaxX TPYJIOBBIX OTHOIIEHUH HEOOXOAUMO
O3HAaKOMHTb IOJ] POCIIHCH PAaOOTHUKOB, JOCTYIT KOTOPBIX K MH(POPMAILIMU OrPAaHUYEHHOIO JIOCTYIIA,
HEOOXO/IUM JUIs BBHIIMOJIHEHUS] UMH CBOMX JIOJDKHOCTHBIX OOsI3aHHOCTEMH, ¢ mepeyHeM MH(popMaluu
OrpaHUYEHHOro AocTymna, u npuHsIThiMU B I'BJIOY mMepamu 3amutel HHQOpMAaILH.

Oco0eHHOCTH 3aIUTHI EPCOHATbHBIX JAHHBIX

IIpu opranmzamuu ob6padotku B ['BIOY nepcoHanbHBIX JaHHBIX  HEOOXOAUMO
pyKOBOICTBOBaThCSl TpeOoBanusmMu DenepanpHoro 3akona ot 27.07.2006 Ne 152-03
«O epCOHANBHBIX JAHHBIX).

Ilepeuenb Mep, BbIOJIHEHHE KOTOpbIX oOecmeunBaer ['BJIOY B kadecTBe omeparopa
MIEPCOHANIbHBIX JaHHBIX, TOJKEH BKJIIOYATh:

HaszHaueHue B ['BJIOY oTBeTcTBEHHOrO 3a OpraHu3alo 00paboTKH MEPCOHATIBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OMPECISIONINX MPaBUiia B OTHOIIEHUU 00paOOTKU MEPCOHATBHBIX
naHHbIX B ['B/I0VY, nokanbHbBIX akTOB MO BonpocaMm 00pabOTKH MEPCOHAIbHBIX JaHHBIX;



MPUMEHEHUE OpraHU3alMOHHBIX M TEXHMYECKUX Mep 1o obecrneueHuto 0e30macHOCTH
MEePCOHANIBHBIX JaHHBIX B COOTBETCTBUM cO craThell 19 denepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBITIOJTHCHHE TPEOOBAHUH 10 COCTABY M COJCPIKAHUIO OPraHU3aIMOHHBIX U TEXHUYCCKHX MEp
1o o0ecreueHno 6e30MacHOCTH MEPCOHANBHBIX NAHHBIX MPU WX 00paboTke B MH(GOPMAIMOHHBIX
cHcTeMax MEepCOHANBbHBIX JaHHbIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBEepXKJIECHWU COCTaBa W COJCP)KAHUS OPTaHW3AIMOHHBIX W TEXHUYECKHX Mep I10
obecrieueHnI0 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX MPH HX 00paboTke B HH(POPMAIMOHHBIX
CUCTEeMaXx MEePCOHATBHBIX JTaHHBIX Y,

OLICHKY Bpeda, KOTOPBIH MOXKET OBITh NPHYUHEH CyOBEKTaM IMEPCOHAIBHBIX JTaHHBIX
B cinyuae HapymeHus DenepanpHoro 3akoHa Ne 152-®3, cooTHomieHHWe yKa3aHHOTO Bpeja
Y MPUHUMAEMBIX OMEPaTOPOM Mep, HapaBIECHHBIX HA OOECIEUEHUE BHIOTHEHHUS OOS3aHHOCTEH,
npexycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHHe paboTHUKOB ['BJIOY, HemocpeACTBEHHO OCYIIECTBISIONIUX 00pabOTKY
MEePCOHANBHBIX  JaHHBIX, C TOJOXKEHHSIMH 3aKoHojaaTenbcTBa  Poccuiickoit  Denepanuu
O TIEPCOHANBHBIX JAHHBIX, B TOM YHUCJIC TPEOOBAHHMSIMH K 3allUTE TEPCOHATHHBIX JTaHHBIX,
JTOKyMeHTamu, onpeneisitomumu tpedoBanus ['BJIOY B oTHomeHnn oOpabOTKH MEPCOHATBHBIX
JTAHHBIX U 00yUeHUe, MPU HEOOXOAUMOCTH, YKa3aHHBIX pAOOTHUKOB.

Ob6ecrieueHre 0€30MaCHOCTH TEPCOHATBHBIX JTAHHBIX JJOCTUTAETCS, B YaCTHOCTH

OlpeNesieHueM  yrpo3 W HapymuTened  0€30HaCHOCTH  MEPCOHAIbHBIX  JAHHBIX
pH X 00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX TaHHBIX;

ONpeNeTICHNEM YPOBHS  3allUIIEHHOCTH TIEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusimu [Tocranosnenus [IpaButenberBa Poccuiickoit deneparuu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHMH TpeOOBaHMI K 3allUTe TMEPCOHAIBHBIX JaHHBIX MpU UX 00paboTke
B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TAHHBIX»;

MIPUMEHCHHEM TIPOIIC/IINX B YCTAaHOBJICHHOM IOPSIIKE TPOICAYPY OIEHKH COOTBETCTBUS
CPEICTB 3aIIUTHI HH(OPMAIUK;

olleHKON 3(()EeKTUBHOCTH MPUHUMAEMBIX Mep IO 3alUTe MEePCOHATBHBIX JAHHBIX O BBOJA
B DKCIUTyaTaIHIO HHPOPMAITHOHHOM CUCTEMBI TEPCOHATBHBIX JIAHHBIX;

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIECACTBHE MOTYyYEHHUS] HECAHKI[MOHUPOBAHHOTO
JIOCTYIIa K HUM;

YCTAaHOBJICHHEM TMPaBWJI  JIOCTyIa K TICPCOHAIBHBIM  JIaHHBIM, 00paOaThIBAacMBbIM
B MHGOPMAIMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX IaHHBIX, a TakXke OOECHeueHHEM pPEerucTpaluu
U y4eTa BCeX JCHCTBHIA, COBEpIIAEMbIX C IEPCOHATbHBIMU JAHHBIMHU B MH()OPMAIIMOHHBIX CHCTEMAX
MePCOHANTLHBIX JaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMbIMU MEPaMH I10 3aIUTE NEPCOHATBHBIX JAHHBIX U OMPEIEICHHOI0
YPOBHS 3allMIIIEHHOCTH HWH(OPMALMOHHBIX CHUCTEMaxX IMEePCOHATBHBIX JaHHBIX B TpOIecce
€e IKCIUTyaTaluu.

5 OCHOBHBIE TPEFOBAHMUSA K ITIPOHECCAM OBECIIEYEHMUSA
UH®OPMAIIMOHHOM BE3OIMNACHOCTHA

Metonudeckoe pyKOBOJICTBO, pa3padOTKy pelieHuil 1o 3amure nH(opMaIuu, CoriacoBaHue
BBIOOpA CPEJCTB BBHIYMCIUTENIBHON TEXHHUKH, MPOrPAMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEICTB
3amuUThl WH(OpMAIMK, OPraHU3alMI0 PadOT MO BBHISBICHUIO BO3MOXKHOCTEH W MPEXyNpekKICHUIO
YT€YKM W CBOWCTB 3aluInaeMoi HH(OpMAIMK, aTTeCTalui0 OO0BEKTOB HH(OpMaTU3aLUU
OCYILIECTBIISIOT KOMIIETEHTHbIE CTPYKTYpHbIe oapazaeneHus I'bJIOY.

Pusnyeckas 0e30MacCHOCTD

[IpuHATHIE OpraHW3allMOHHBIE W TEXHUYECKHE Mepbl 1o 3amure nomeuieHuit I'BJIOY,
CEepBEpPHOr0 M KOMMYTAIMOHHOTO OOOpYJOBaHMs, AaBTOMAaTHU3MPOBAHHBIX pabO4YMX MECT
nosib3oBaTenet nadopmanrnonHeix cucreM ['BJIOY obecreunBarOT peaiM3aIiio CICIYIOINX Mep
0.

pasrpaHnyeHuio Joctyma paborHukoB B momemnierns ['BJIOY B coorBercTBHHM € HX
MTOJTHOMOYHSIMH U JTOJIKHOCTHBIMU OOSI3aHHOCTSIMU;



peructpanu (PakToB BXOJa pPaOOTHHKOB B TIOMCIICHUS B KOTOPBIX BemeTcs oOpaboTka
MEPCOHANIBHBIX IAHHBIX;

KOHTpOJIIUpyeMoMy TpeObiBaHui0 mocTopoHHUX sl B ['BJIOY B momemnieHus, B KOTOPBIX
BeneTcsl 00paboTka MH(GOpPMALMK OTPaHUYEHHOr0 JIOCTyNa M pa3MELIeHbl annapaTHble CpeiICcTBa
UH(}OPMAIIMOHHOMN CHCTEMB,

OpTaHU3alNH PEKUMA KOHTPOIMPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOoTKU MH(MOpMAITUH.

[Tomemenuss ['BJIOY pomkHbl ObITH 00OpPYNOBaHBI JETEKTOPAMU OFHS M JbIMAa,
OTHETYUIUTENSIMH, CHUCTEMaMH KOHAWLHMOHHPOBAHUS BO3/AyXa, CPEICTBAMHU OXPAaHHO-TIOKApPHOU
CUTHATN3aIlUH.

OcHoBHOE cepBepHOE U KOMMYyTarmoHHoe obopynoanue I'BJIOY nomkHO OBITH 3alIUIIEHO
oT mepeboeB B IMOAaYe SJIEKTPOIHEPTUU IyTeM IMOAKIIOUYEHUS K DJIEKTPOCETH C MPUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOro MUTaHUS M PE3epBHOrO JAu3enb-TeHepatopa. Mcrounuku
OecriepeOOTHOr0 MUTaHUSI HEOOXOIUMO PETYNISIPHO TECTHUPOBATh U MPOBEPSTH YIOIHOMOYEHHBIM
pabotaukam ['BJIOY B cOOTBETCTBUY C pEKOMEHIAIUSMHI TTPOU3BOIUTEIIS.

[lopratuBHBIE TEXHHUYECKHE CpEICTBA HE JOJKHBI  OCTaBaTbCs 3a  IpelaesaMu
koHTponupyemoit 30HbI ['BJIOY 6e3 koHTpos co cToponbl pabotHukoB [ BOY.

be3onacHocTh Ha padouem mecTe

3amperiaercss BECTH 3allCh MAapojiell B OTKPHITOM BHUAE Ha MaTepUaIbHBIX HOCHTEIS,
32 UCKIIIOYEHUEM CI1y4aeB, PErJIaMEHTUPOBAHHBIX METOJIOB XPAHEHHUS.

JIOKyMEHTbl M HOCHTENU C HH(OpManueld OrpaHUYEeHHOro JOCTYIa JOKHBI YOMpaThCs
B omeuyaTbiBaeMble MecTta (ceiidpl, mkadpl U T.I.), TOpH yxoae ¢ pabouero Mecra.
Ha aBromaTtusupoBanHoMm pabouem mecte Ilonb3oBatens paboydast ceccusi JODKHA OBITH MTpepBaHa,
paboumnii cton 3a0nokupoBaH. Bxox monp3oBaTenss B CHCTEMY HE JODKCH BBITIOJIHSTHCS
ABTOMATHUYECKH.

JIOKyMEHTBI, cofepamue HHPOPMAIUI0 OrPaHUYCHHOrO0 JOCTYIA, JOJDKHBI — cpasy
M3bIMAThCSl W3 I€YaTalouMxX ycTpoucTB. [lms yrunuzauumy KOH(HIEHIMAIbHBIX JOKYMEHTOB,
JOJKHBI  MICTIONB30BAThCSl YHUUTOXKUTENH JIOKYMEHTOB HE HIDKe 4 ypOBHS IO CTaHAApPTY
6€301acHOCTH, MPUMEHAEMOMY K YHUUTOXHUTEISM JIOKYMEHTOB.

[Ipy wWcCnoNBb30BaHUM MOOWIBHBIX TEXHHYECKHX CPEICTB HEOOXOAMMO COOIIOAATh
JIOTIOJTHUTENBHBIE MEPbl MO pEeryiaMeHTAIllMd M KOHTPOJIIO HCHONb30BaHUS B WH(OpMalMOHHON
crcTeMe MOOUJIbHBIX TEXHUUYECKUX CPECTB.

HaxoxneHnune npencraBuTenell IOPUAMYECKUX JIMI B pPaMKaxX HMCIOIHEHHS JIOTOBOPHBIX
00s13aTEILCTB B TIOMEIICHUSX B KOTOPBIX BeneTcs oOpaboTka WHGOpPMAIMK OrPaHHUYCHHOTO
JocTyna UH(OPMAIIMOHHON CHCTEMBI, BO3MOXKHO TOJBKO B cONpoBOXkJeHHH pabotHuka 'B/I0Y
JOMYIIEHHOTO 10 00pa0OTKU TaKoW HH(POPMAITUH.

Pa3menienne TeXHWYECKHWX CpeACTB BhIBoja wuHGopmanmuu B nomemieHusx ['BJIOY
MPOM3BOIUTCA C YYETOM HCKIIOUEHHUS BO3MOXKHOCTM BHU3YaJIbHOIO IPOCMOTpa HH(pOpMaLUu
MOCTOPOHHUMH JIMIIaMU B paOOTHUKAMH, HE JIOMYIIEHHBIM K padoTe ¢ JaHHOW HH(OpMAITHEH.

Texnuyeckue cpeacTBa MOMKHBI pa3MelIaTbCsl M XPAHUTHCS TakuM 00pa3oM, YTOOBI
COKpPAaTUTh BO3MOKHBIM PUCK OBPEXKACHUS U YIPO3bl HECAHKIITHOHUPOBAHHOTO IOCTYTIA.

TexHuveckoe 00c/ay;KuBaHue 000Py10BaAHUS

Texunueckune cpeacrBa ['BAOY momKHBEI TPOXOAWTH HA PETYISIPHOW OCHOBE CEPBHUCHOE
00CITy’kKMBaHUE B COOTBETCTBUHU C PEKOMEHIAIUSIMH MPOU3BOUTENECH 000pYI0BaAHUS.

PemoHT u cepBucHOe OOCIy)XHBaHUE OOOPYIOBAHMSA JOJKHBI BBITIONHATHCS TOJBKO
KBTH(DUITMPOBAHHBIMU CTICIIHATACTAMH.

Texuuyeckoe oOcnyxuBaHHe O0OOpYAOBaHHS CTOPOHHUMHU OpraHH3alUsIMU HE JOJHKHO
MIPUBOUTH K PUCKY HAPYIICHUS KOH(DUICHITMAITBHOCTH 3aIIMIIaeMON WH(OpMAIIUU.

B3anmopeiicTBue ¢ TpeTbUMHU JTULAMU

B memix obecnedyenuss mHpopmarmonHoi Oe3omacHoctd ['BJIOY mpu B3ammonmelcTBUU
C TPETHUMH JIUIIAMU JOJKHO BBITTOIHATH CIEIYIOIINE MEPOIIPUATHS TIO:

3aKJIIOUEHUIO COTJIAallleHUusT O HepasrJalleHud HWHQOpManuu OrpaHM4eHHOro JIOCTyMa
MOJTy4YEeHHOMN B XOJI€ UCTIOJIHEHUS JOTOBOPHBIX 00sI3aTENIbCTB;



OCYIIECTBJICHUIO KOHTPOJIS 3a JEHCTBHUSAMM IPEACTAaBUTEICH KOHTPAreHTOB B Ipeaenax
KOHTponupyeMoii 30861 ' BJIOY.

YnpasiieHue :KU3HEHHbIM HUKJIOM HHPOPMALMOHHBIX CHCTEM

Mepornpusatust B mpoiiecce >XKH3HeHHOro mnukia nHdopmaruonasix cucteM ['BJI0OY nomkub
ObITh HANpaBIIEHBl Ha OOecledeHe 3aluluThl HH(OpMaIMu pHU BBOJAE B JCMCTBHE, HKCIUTyaTalluH,
COIIPOBOXKJICHUH U MOJIEPHU3ALINH, BBIBO/IA U3 DKCILIyaTallUH.

OcHoBaHueM IIpu pa3paboTke HH(OPMALMOHHBIX CHCTEM JOJDKHBI SIBISITHCS PELICHUS
OpUHATBIE Ha CTaauu (GOpPMHUpPOBaHUS TpeOOBaHUMU, cojepxaliue TpeOOoBaHHS B TOM YHCIE
M0 CUCTEME 3aIIUTHI HHOpMALIUH.

JIro6oe TutaHupyemMoe K BHEIPEHUIO H3MEeHEeHNEe HH()OPMAITIOHHOH CHCTEMBI IPEIBAPUTEIILHO
JNOMKHO  OBITh  MPOAHANU3UPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHUM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aIUTHl HH(POpMAIIH.

PaGorel mo wmonepHU3anMu WH(MOPMAIMOHHOW CHCTEMBI, B TOM 4YHCIE IO YCTaHOBKE
MIPOrpaMMHOr0 o0ecreuyeHrs U OOHOBJICHHH, TOKHBI POBOUTHCS B Hepabouee BpeMs WIIH BpeMs
HauMeHbIIIel paboueil Harpy3Ku.

[Ipu BBIBOZE W3 OKCIUTyaTallud HWH(POPMAIIMOHHBIX CHCTEM JIOJDKHO OOECTIeYMBATHCS
rapaHTUPOBaHHOE yJalieHne 00pabaTbiBaeMOi U XpaHUMOM B HUX MH(QOPMALIUU C UCIIOIb30BAaHUEM
CPEICTB TapaHTHUPOBAHHOI'O YHUUYTOXKEHHUs MH(GOpMAaIMU WU MyTeM (PU3HUYECKOro YHUUYTOXKEHUS
HOCHUTeNeH nH(popMaIi.

Bce mpouenypsl oOecnedeHuss 3amuThl  uHGOpManuu, ycraHoBieHHeie B [BJIOY
B OTHOIICHWH WH(POPMAIMOHHBIX CHCTEM, JIOJDKHBI BBIIONHATHECA M KOHTPOIUPOBATHCS
OTBETCTBEHHBIMH JINLIAMH 33 OPTaHU3aLUIO PA0OT 10 3aIuTe HH(OPMALIUH.

KoHnTpoJs foctyna k uHGOPMaHOHHBIM CHCTEMAM

Bce paborauxku I'BJIOY, nomymiennsie k pabotre ¢ MHGOPMAIIMOHHBIMH CHCTEMaMH HECYT
MEePCOHAILHYI0  OTBETCTBEHHOCTh 3a HAPYIICHUS YCTAHOBIEHHOTO TMOpsSAKa 00paboTKH
nHpopmanuu.

YpoBeHb TOJHOMOUMH TOJb30Barelss B uWHpopMmanuonHoi cucteme I['BIOY momxken
OIPEIEINIATHCS B COOTBETCTBUHU C €TI0 JOJDKHOCTHBIMU O0SI3aHHOCTSIMU.

Joctyn nonp3oBateneil kK nHpopmanuoHHsiM cuctemam ['BJIOY nomkeH KOHTPOIUPOBATHCS
aJIMUHUCTPATOPOM MH(POPMAIIMOHHOMN CUCTEMBI.

OcylliecTBIIEHHE PETYISIPHOIO KOHTPOJISI BBITOJIHEHUSI OPTaHU3aLMOHHO-PACIIOPSIAUTENbHBIX
JOKYMEHTOB, KacaloIIuXcs perjameHTanuu nomycka padorHukoB ['BJIOY k mHpOpMarmoHHBIM
CUCTEMAM.

HNnentudukanus 1 ayrTeHTH(PUKALHSA

Jloctyn monb3oBateneil K WH()OPMALMOHHBIM CHUCTEMaM JOJDKEH MPEAOCTABISATHCS TOIBKO
MOCJIe YCHEUIHOI0 3aBepIICHUs UACHTU(PUKAIIUH, ayTEHTU(PUKALUH.

[Tonyuenue monbp3oBaTeieM HMEHUM B UHGOPMAIIMOHHOM cHUCTeME W Tapolisi, KOTOpbIe
o0ecreunBaroT JOCTYN K HHPOPMALMOHHON CUCTEME, JTOJKHO OCYIIECTBISTHCS MO MPEICTaBICHUIO
PYKOBOJIHUTENS CTPYKTYPHOI'O TOAPA3IEICHHUS.

YupasieHue 10CTyIIOM

B I'BIOY n0mKHO OCYHIECTBISATHCS YIpaBJIEHUE JOCTYIIOM K MH(POPMALMOHHOW CHUCTEMeE
MOCPEACTBOM pealn3aluid HEOOXOJMMBIX METOAO0B, THUIIOB W MPaBUJ pa3rpaHUUYEHHs] JOCTYIa
nonbp3oBaTensM uHpopMarmonHoi cucrembl ['BJIOY. B Tom umcne obecreueH 3allUIeHHBIN
yIAJIEHHBIA JTOCTYNl CyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYyIa uepe3 BHEIIHWE WH(POPMALMOHHO-
TEJIEKOMMYHHUKALIMOHHBIE CETH.

be3onacHocTh npu padoTe ¢ HOCUTEASIMU MH(OPMATUT

Pabornukun ['BJIOY [0MKHBI HMCIONB30BaTh TOJBKO YYTEHHBIE CHEMHBIE MAIIMHHbIC
HOCUTENU WH(OpMAWU JUTsl BBIMOIHEHHS] CBOWX JOJDKHOCTHBIX oOsi3aHHOCTEH. Mcmonb3oBanue
ChEMHBIX MAITMHHBIX HOcuTener nHpopManuu B ' bJIOY B MHBIX HENIX CTPOro 3ampemnieHo.

CweMHbIC MalIMHHBIE HOCUTENX WH(GOPMAIUH JTOJDKHBI XPAHUTCS B ONleYaThIBaeMbIX MIKadax,
B [TIOMEILEHUSIX B KOTOPBIX MPeTycMOTpeHa 00paboTka nH(pOpMaIuy OrpaHUYEHHOI 0 JOCTYTIA.



B ciyuae kpakxu WM MOTEPH ChEMHOIO MAIIMHHOIO HOCUTENS MH(OpMAIMH, a TaKXKe UHBIX
MHIUIEHTOB, KOTOpPblE MOTYT MPHUBECTH K HApPYIIEHUIO CBOMCTB MH(OPMALMU OrPaHUYEHHOI'O
JIOCTYIIA, JOJKHBI IPOBOIUTHCS MEPOIPUSTHS 110 PACCIEIOBAHUIO TAKMX MHI[UICHTOB.

[Ipu BBIBOZIE U3 SKCIUTyaTallid ChEMHOI'O0 MAIIMHHOI'O HOCUTEN MH(OpMaluu, Bce JaHHBIE,
XpaHsIIUecs: Ha HeM, JOJDKHBI OBbITh YAAJEeHbl ONPEIEIeHHON KoMHccHuel M3 yuciaa pabOTHHKOB,
CPEACTBOM rapaHTHPOBAHHOI'0 YHUUYTOXKEHUS HHPOPMALIUH.

@®akT YHUUTOKEHHUA HUHGOpPMAMUM Ha CHEMHOM MAIIMHHOM HOCHUTeNe UH(pOopMaIun
¢ukcupyercss B akre 00 YHHUYTOXKEHUM HHPOPMALUU CO CHEMHOTO MAIIMHHOI'O HOCUTENs
uH(pOpMaLUH.

Perucrpanusi coobITHI

B TI'BJAOY  pomkHa  OCYIIECTBISATHCS  PETUCTPAIMA  COOBITHMH  0€30macHOCTH
Ha BceX KOMIIOHEHTax uHpopMmauuonneix cucteM ['BJIOY, B koTopbix oOpabarbiBaeTcs
3amuniaeMast HHGopMaIus.

AHTHBHUPYCHAS 3alIIUTA

B wmemsax oOHapyxeHuss W ycTpaHeHUs BpedoHOCHBIX nporpamMm B ['BJAOY nomxHbI
WCTIOBb30BaThCS CPENICTBA aHTUBUPYCHOM 3aIIUTHI MH(POPMALIUH.

OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHUBUPYCHOM 3alUThl HMH(OpMAIUHM J10KHA
nojuiexarp Jro6as uHpopMmauus (TeKCToBble (ailinbl 00BIX (GopmaroB, (aiiabl JAaHHBIX,
UCTIONHAEMBbIe (aiibl), Tonydaemass W TepeaBaeMasi IO JIOKAIbHOH BBIYUCIUTENBHON CETH
B TOM YHUCIE U CETAM OOLIero MOJNb30BaHUA, a TakkKe HMH(POpPMalMsd, XpaHUMas Ha CbEMHBIX
MAaIIMHHBIX HOCUTENAX HH(OPMAILIHH.

IIpu ycTaHOBKE TMpPOrpaMMHOIO oOOecrieueHHs] MM ero OOHOBJIEHHMS Ha CEBEpHOE
o0opy/ioBaHUE JOKHA aBTOMAaTHYECKU BBIIOJHATHCS IpeIBapUTENbHAs IIPOBEpKa JaHHOIO
IIPOrpaMMHOr0 00ecIieYeH sl Ha OTCYTCTBHE BPEIOHOCHOIO MPOIPAMMHOI0 00ECTIEUEeHHUS.

OOHoBnenne 6a3 curHaTyp Al CPEACTBAa aHTUBHUPYCHOHM 3aIlUThl MH(POPMAIUH JOJKHBI
OOHOBJIATHCS €XKETHEBHO.

[Tonp30BaTenu oe3 paB aZMMHHCTPATOpPA MH(pOPMALIMOHHOMN CUCTEMBI
I'BIOY He n0mKHBI UMETh BO3MOXKHOCTH MOJYYEHHS JOCTYyNa K KOH(QHUrypaluu aHTUBHPYCHOIO
CPEICTBA 3aIMUTHI UJIM €TI0 OTKIIOYEHHUS.

KoHTpos1b 3a1MIEHHOCTH NEPCOHAIBHBIX JAHHBIX

B mensx MCKIIIOYEHMS HKCIUTyaTallUM YA3BHUMOCTEH MPOrpPaMMHOI0 00eCHeueHHs JOKHBI
MPOBOIUTCS pPAaOOTHI 1O BBIABICHUIO, aHATU3Y YI3BUMOCTEH WH(POPMAIIMOHHONH CHCTEMBI
U ONEPATHBHOE YCTPAHCHHE BHOBb BBIABICHHBIX YsA3BUMOCTEH. B TOM umcne opraHusanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHHMS MPOTrPAMMHOIO OOECIEUEHHUs] BKIJIIOYasl CPEACTB 3alllUThl
nH(pOpMaLUH.

Hcnonb30BaHue NPOrpaMMHOIO odecredyeHust

Beibop mnporpammHoro oOecneueHust s npousBoacTBeHHbIX Hyxa ['BIOY  nomxen
MIPOU3BOJUTHCS. B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B EJMHBIN peecTp pOCCHMCKHX
MporpaMM Uil 3JEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 JaHHBIX. B ciaydae orcyrcTBUA
aHasiora B EIMHOM peecTpe pOCCHHCKHX MPOrpaMM JUlsl SJEKTPOHHBIX BBIYMCIUTENIBHBIX MAallllH
u 0a3 JaHHBIX JIOMYCKAeTCS HCIONb30BaTh MPOTPaMMHOIO  OOECIeueHHEe HMMIIOPTHOTO
IIPOU3BOJICTBA.

Hcnoan3oBanue cpeacts Kpunrorpaguyecko 3auTbl HHGOpMaAMH

Obecnieuenne 3amUThl HHGOPMALUK OTPAHHUYEHHOTO JOCTYIA OT PACKPBITHS, MOJU(PHUKAIIUN
YW HaBs3bIBaHUS (BBOJA JIOKHOM HHQpOpMaNMH) TpH ee meperade (MOArOTOBKE K IMepenade)
[0 KaHajaM CBSI3M, MMEIOIIMM BBIXOJA 3a Mpejaeibl KOHTPOJIMPYEMOHW 30HBI OOecreyrBaeTcs
MIPUMEHEHHEM CPEACTB KpUNTOrpaduyeckoi 3amuThl THPOPMAIUH.

[Ipnobperenne  cpeactB  kpuntorpaduueckot  3ammrtbel  uHbopmamuu  [BAOY
OCYILIECTBIISICTCSI HA OCHOBAaHUM JIOTOBOPOB M KOHTPAKTOB C JIMLAMH MMEIOIIUMU JIEHCTBYIOILYIO
muensuto @Cb Poccum Ha ocyliecTBieHHE JEATENBHOCTH IO pa3paboTke, HpPOU3BOJICTBY,
pacrpocTpaHeHHI0 MH(POBATBHBIX (KPUNTOrpapUUecKuX) CpencTB, WHPOPMALMOHHBIX CHCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllUIIEHHBIX C UCIOJIb30BaHUEM IIHU(PPOBAIBHBIX
(kpunTorpadMUECKux) CpPeACTB, BBHIIOIHEHUIO padOT, OKa3aHMUIO YCIYr B O0JAcTH IIU(POBaHUA



nHpOpPMAIUU, TEXHHUYECKOMY OOCITY)XMBAaHUIO MH(POBATHHBIX (KPUNTOrpaduIECKUX) CpEeJCTB,
MH(OPMAITMOHHBIX CHCTEM U TEICKOMMYHUKAIIMOHHBIX CHUCTEM, 3AIUIICHHBIX C HCIIOIb30BAHUEM
U (poBaTbHBIX (KPUNTOrpaguUecKnx) CpeAcTB (3a HMCKIIOYEHHUEM Cllydasi, €ClId TEeXHUYECKOe
oOciyxuBaHuEe MU(POBATBHBIX (KpUNTOrpapUuecKuX) CpeACTB, HH(POPMALMOHHBIX CHCTEM
U TEIeKOMMYHHKAI[MOHHBIX CHCTEM, 3all[UIICHHBIX C KCIOIb30BAHUEM IMIH(POBATBHBIX
(kpunTorpadMUEeCKUX) CPEICTB, OCYIIECTBISETCS Ui oOecredeHUs COOCTBEHHBIX HYX]
IOPUAMYECKOT0 JIMIA WIK HHAUBUAYAIBHOI O MPEIIPUHUMATEIS).

B wmensx opranuzanuu W oOeclieueHUW Ieperayd HHPOpPMAlMM 10 KaHalaM CBSI3U
C HUCIOJIb30BAHUEM CPEJICTB KPUNTOrpapuuecKor 3aliuThl MHPOPMAIMU, a TAaKXKe BHIOIHEHUS
muneH3uoHHbix TpeboBanuit @®CBH Poccum B I'BJIOY nomkeH ObITh co3qaH  oprax
KpunTorpaguueckoi 3aiuThl.

[Topranbubie pemenuss ['BJJOY ¢ BO3MOXHOCTBIO JOCTyNa ¢ ceTed OOIEro Mmoib30BaHHS
JOJKHBI B NIPUOPHUTETE pa3pabaThiBaThCsA C OpraHU3allMed 3allMIIEHHOr0 KaHajla MOCPEICTBOM
nporokoia TLS ¢ mogaepsxkkoii anroputmoB ['OCT 34.10.

Hcnoab3oBanue 3JIEKTPOHHOM MOYThI

DNeKTpOHHAsl TMo4Ta JOKHA ucnoib3oBarhbess B ['BAOY ¢ nenpio opranuzanuu obOMeHa
9JICKTPOHHBIMU ~ COOOIICHUSIMA ~ MEXKIy pabOTHUKaMHM U CyObeKTaMu HWH(OpPMAIMOHHON
6e301acHOCTH.

IIpu mcronb30BaHUM IIEKTPOHHOM MOYTHI 3aIIPEIACTCS:

oOMeH nHpOopMaIHeH s Cy)KeOHOTO TOJIb30BaHUs, a TaKKe HHPOPMAIIHEH OrpaHMYCHHOTO
JIOCTYIIa;

MPEIOCTABIICHUE JOCTYIIA K 3JICKTPOHHOM MOYTE C UCIOJb30BAHUEM JaHHBIX CBOECH YYETHOU
3aMKCH TPEThUM JIMIIAM;

MyOIMKAIUs CBOETO CIYKEOHOro ajpeca 3JIEKTPOHHON MOYTHI B JJIEKTPOHHBIX KaTalorax,
Ha IIOMCKOBBIX MAIIMHAX M JpPYrMX pecypcax ceTu VHTepHET B LensiX, HE CBSA3AHHBIX C
HCIIOJTHEHUEM CBOUX JIOJKHOCTHBIX O0SI3aHHOCTEH;

MOJIMUCKA M0 3JIEKTPOHHOW MOUTE Ha Pa3IUYHbIC peKJIaMHble MaTepuabl, JTUCTHl PACCHUIKH,
JJIEKTPOHHBIE JKYPHAJIbl M T.[., HE CBA3aHHBIC C BBIIOJHEHUEM IOJIb30BATEIEM JOKHOCTHBIX
00513aHHOCTEH;

OTKpBITHE (3allyCK Ha BBIMOJIHEHHE) (aiiioB, MOMYYEHHBIX [0 OAJIGKTPOHHOW IOYTE
WM U3 pecypcoB cetu HMHTepHeT, 0e3 NpeaBapUTEIbHOW TPOBEPKHM HUX aAHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CTIEYEHUEM.

Padora B ceTsix 00111€r0 MOJIL30BAHUSA

I'BAOY octaBnseT 3a coboii nmpaBo OJI0KUPOBATH MJIM OIPAaHUYMBATH JIOCTYIl paOOTHHKAM K
CeTsIM CBSI3U OOIIETO MOJb30BaHUA, B TOM 4Hcie ceTH VHTepHeT, cofepkaHne KOTOPBIX HE MMEEeT
OTHOILIEHUS K UCTIOJIHEHUIO JOJKHOCTHBIX O0S3aHHOCTEH, a TakKe K MH(POPMAIMOHHBIM pecypcam,
COJEp’KaHWE M HANpPaABICHHOCTb KOTOPBIX 3allpellleHbl 3aKOHOAATEIbCTBOM Poccuiickoit
®denepanuu.

Nudopmamus o mocemaembix  pabotaukamu  ['BJIOY  wmHpOpMAIMOHHBIX PECypCcOB
MIPOTOKONMUPYETCS. A  TOCIHSAYIOUIEro aHalu3a M, MpH HEOOXOIUMOCTH, MOXKET ObITh
IIpE/ICTaBJIEHA PYKOBOAUTENSAM CTPYKTYPHBIX IOJIpa3iesieHu, a Takke pykopoaurento I'bAOY ns
KOHTPOJISL.

[Ipu ucnonb3oBanuu cetu MIHTEpHET 3ampelieHo:

ucnomab3oBaTh npenocrasiaeHHbil ' 5JIOYM noctyn B cetb MHTEpHET B IMYHBIX LENSX;

MCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOrpaMMHbIE U NPOrpaMMHO-aNNapaTHbIe CPEICTBA,
MO3BOJISIOIIME TTOTYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYI K ceTH MHTepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPAaCHPOCTPAHATh MaTEpUAIbl COJEpKAIIUE HEIOCTOBEPHYIO
nndopmarmio 06 'OV, a Takxke pamscudunmposars cBoit [P-agpec.

Pe3epBHOe KOMUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX

OcymiecTBiieHNE PE3EPBHOIO KOMMPOBAHMSI JOIDKHO OCYLLECTBIIATHCS AJIS:

nHpopmaruu  oOpabaTeiBacMOl Ha (AHIOBOM cepBepe H  CepBepe MPUIOKCHHUH,
nH(OpMaIMOHHON CHCTEMBI,

pabouux MecT aAMUHUCTPATOPOB HHPOPMAITUOHHON CHCTEMBI.



YacToTa M pEeXUM pPE3EPBHOIO KOMMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, YTOOBI
obecreunTh MUHUMAJIbHYIO OTEPIO TaHHBIX U ONEPaTHUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOr0 KONMUPOBaHMS M BOCCTAHOBJIEHUS PECYpcOB HH(OPMAIIMOHHBIX
cucreM ['BZIOY nomxHbI IPOBOAUTH yIIOIHOMOUYEHHbIE padoTHHKU [ BIOY.

PezepBHOE KOMMpOBaHHWE [ODKHO  OCYIIECTBJIATBCS B aBTOMAaTHYECKOM  PEXHMeE
C TNPUMEHEHHEM OTEUECTBEHHOIO CIEHUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHMS
C JEUCTBYIOUIMM CEpTU(UKATOM COOTBETCTBHS IO TpeOOBaHUSAM O€30MacHOCTH HH(pOpMALUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOM BE3OITACHOCTBIO

MoHnuTOopuHT HHPOPMALMOHHON 0€301ACHOCTH

Ha mnocTosiHHON OCHOBE JOJIKEH MPOBOAMUTHCS KOMIUIEKCHBIA aHaIN3 (PYHKIIMOHHUPOBAHUS
nHpopmarmorHoi cucremsl ['BJIOY 1 Bo3HUKarOMuX coObITHII MH()OPMAITMOHHON 0€30ITaCHOCTH.

[Iporiecc MOHWTOpPUHTA CHUCTEMBI OOecreueHus WH()OpPMAIIMOHHONW O€30MacHOCTH JIOJDKEH
BKJIIOYAaTh B CE0sl KOHTPOJb OPraHM3allMOHHBIX M TEXHUYECKUX MEp IO 3alluTe HH(POpMAIUH,
aHaJM3 apaMeTpoB KOH(PUTypalluu U HACTPOUKHU CPEJICTB 3alUTHI HH(OPMAIIHH.

IIpn mpoBeneHUM KOHTPOJIBHBIX MEDPONPHATHH, CBS3aHHBIX C OLIEHKOM peaau3aluu Mep
no 3aumte uHpopmamuu B ['BJIOY, ynomHoMoueHHBbIE PAaOOTHUKH JOJDKHBI HPUIEPKHUBATHCS
CJIEYIOIUX IPUHIIUIIOB:

He HapymaTh GyHKIHOoHUpoBaHue AesTenbHocTH ['BIOY,;

NEUCTBOBAaTh B COOTBETCTBUU C YTBEP)KIEHHBIMH OPraHU3allMOHHO-PACIIOPSAUTEIbHBIMU
nokymentamu I'bJIOY mo 3ammre nadopmanmu;

HE CKpbIBaTh ()aKThl BHISBIIEHHBIX COOBITUIN MH(OPMAIMOHHOMN O€30MMaCHOCTH;

0(hOpMIISITH OTYETHI, HOATBEP:KIAIOIINE BBIITOJTHEHUE MEPONPUATHIA IO 3alUTe HHPOPMALIUH.

Wndopmanus, momxydeHHass B XOI€ IPOBEIEHUS KOHTPOIUPYIOIIUX MEPONpPUATUI
0 JEUCTBUAX, COOBITHSIX M IapamMeTpax, MMEIOIIUX OTHOIIEHHE K pealu3aluy Mep IO 3alluTe
UH(pOPMAIUH, JO0KHA KOHCOJIMAMPOBATHCS M XPAHUTHCS B MECTAaX, MCKIIOYAIOIIMX MOTy4YeHHE
K HEWl HECAaHKIIMOHUPOBAHHOTI'O JOCTYIIA.

MOHUTOPUHT JaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITHSAX HMH(OPMALMOHHOM 0E30MacHOCTH
JOJKEH MTPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIOJIB30BAHNEM CHCTEMBbl MOHUTOPHUHIA MHLIUJCHTOB
MH(POPMALMOHHON 0€30MacHOCTH WJIM BCTPOECHHBIX MEXAaHHM3MOB HACTPOMKH M ayJuTa COOBITUN
B IPOrpPaMMHBIX M MPOTrpaMMHO-ANIapaTHBIX CpPEJCTBaX, HCIONb3YEMbIX B HH()OpPMalMOHHON
undpacrpykrype ['BJIOY.

YnpasJjieHue pucKaMu

Omnpenenenrne BHYTPEHHMX TpeOOBaHUN MO 3amuTe MHGOpPMAIMH, JTOKHBI OCHOBBIBATHCS
Ha pe3ysbTaTax IPOBEJCHMs aHAIM3a PHUCKOB HApyLIEHUs OCHOBHBIX CBOMCTB 0€30MacHOCTH
11t “”HpOpMamoHHbIX pecypcoB I'B/IOY.

OCHOBO¥ OIIEHKH PHUCKOB JIOJDKHA OBITH OIIEHKA YCIOBHA M ()aKTOPOB, KOTOPHIE MOT'YT CTaTh
MIPUYHUHON HapyIIeHUs [IeIOCTHOCTH, KOH(PHUASHINATbHOCTH U IOCTYITHOCTH JUI MH(GOPMAI[MOHHBIX
pecypcos I'BZIOY.

Pesynbrarom mpoBeneHHs aHalM3a PUCKOB JOJKEH OBbITh pa3paOOTaHHBIM KOMIUIEKC Mep,
HaIIPABJICHHBIX HA CHIJKEHUE BO3MOXXHOIO HETaTMBHOI'O BIIMSHUSA HA OCHOBHYIO JEATENBHOCTH
I'BIOY npu peanuzanuu Toi WM HHON yrpo3bl 0€30MaCHOCTH HH(POPMALIUK U 00eCTIeUMBAIOIIUX B
JambHEeHIeM JJOCTaTOYHbIH YPOBEHb 3alMIEHHOCTH HHpopMamoHHbix cucteMm ['B/I0OY.

YnpasiieHue HHUHMIEHTAMH HHGOPMALMOHHOI 6€301aCHOCTH

Jlns obecrieuenus 3(pPpeKTUBHOrO paspelieHns HHIIICHTOB HH(OpMaIIMOHHON 0€30MacHOCTH
B I'b/IOY, MuUHMMH3auMK OTEPh U YMEHBIIEHUS PUCKA BO3SHUKHOBEHMS IOBTOPHBIX MHIUICHTOB
JIOJ>KHO OCYILECTBIISATHCS YIIpaBJIeHHe HHIUMACHTaMU HH(POPMAIIMOHHOM 06€3011acCHOCTH.

Jlns ynpaBieHMsT MHUMACHTAaMM HMH(OpPMAallMOHHON 0€30IacHOCTH JOJKHA OBbITh CO3/1aHa
clly’k6a MOHUTOPHHTA U PearupoBaHMs Ha MHUUACHTHl MHPOPMAIMOHHON 0€30IacHOCTH, KOTOpast
MOCPEJICTBOM KOMIUIEKCA CPEICTB M MEPONpPHATHH il cOopa W KOHCONUIANMKA HWH(OpMAHuu
00 MHUUAEHTAX pellaeT JaHHYI0 3ajady. B OTHOIIEHMM KaXJ0ro MpOM3OLIEIIIEro MHLUUICHTA



paOOTHUKaMU U3 CIyXKObl MOHUTOPHMHIA M pPEarMpoBaHUS HA WHIMJIEHTHl WH(MOPMALMOHHON
0€30IaCHOCTHU JOJIKEH BBIMOJHATHCS €0 aHalu3, U pa3paboTka 3((PEKTUBHBIX MEp pearupoBaHUs
Ha JIaHHbIN HHIIUJIEHT.

Ayaut cucrembl odecriedyeHrst HHPOPMALMOHHOM 0€3011aCHOCTH

B nemsix onenku Tekymiero ypoBHs nHpopmaimonHoi 6e3omacHoctr ' BJIOY Ha perynspHoi
OCHOBE JIOJKEH NMPOBOAUTHCS ayAUT HHPOPMAITMOHHON 0€30MacHOCTH.

BuyTpeHnHue ayauThl JOKHBI BBINONHATHCS paborHukamu [BJIOY. B uucno 3anauy,
pelaeMbIX IpU IPOBEICHUHY BHYTPEHHUX ayAUTOB HH(OPMALIMOHHOM 0€301MacHOCTH, BXOIAT:

cOOp M aHaNU3 MCXOJHBIX JAHHBIX 00 OpPraHU3allMOHHONM M (YHKIMOHAJIBHON CTPYKType
MH(POPMALMOHHBIX CHCTEM, HEOOXOIMMBIX JIJIsl OLICHKH COCTOSIHUSI CUCTEMBI 3alUTHI HH(OpMAIIHH;

aHaJIN3 YTBEPXKICHHBIX OPraHU3allMOHHO-PACIOPSIAUTENbHBIX JOKYMEHTOB IO 3alUTe
nH(pOPMALIMU HA IPEIMET UX MOTHOTH U 3(h(HEKTUBHOCTH, a Takke (HOpPMUPOBAHHE PEKOMEH AU
10 UX 10pabOTKe WU pa3padOTKU HOBBIX;

o0ocHOoBaHWE (UHAHCOBOH dS(PPEKTUBHOCTH BHOBH MPHOOPETAEMBIX CPEJCTB 3alIUTHI
uHpopMaruuy,

MpOBEpKa TMPaBHJIBHOCTH BbIOOpA W  HACTPOWKHM CPENCTB  3alMTHl  MH(OpMAIUH,
(hopMHpOBaHUE TPEATOKEHUN 10 UCIIOIB30BAHUIO UMEIOIIUXCSI CPEJICTB 3AIUThI HH(OPMALUU VIS
MOBBIILIEHUS YPOBHS HAJEKHOCTH U Oe30macHocTH nHpopmannonubix cucreM I'5/10Y;

aHaJM3 OTYETOB 110 TPOHM3OUICIIIMM HHIUJCHTaM WH(POPMALMOHHON 0e30macHOCTH
U IPUHATBIM MEpaM I10 UX Pa3pELICHUIO.

IloBbIlICHNE OCBEIOMIICHHOCTH PA0OTHHKOB

B pamkax opraHMzanMu KOMIUIEKCHOTO IPOTHUBOJEHCTBUS yrpo3aM 0€30IacHOCTH
nHpopmanuu, ucxomsmuM oT pabotHukoB I['B/IOY  nomkHa MOCTOSHHO MOBBIIATHCS
UX OCBEJJOMJICHHOCTb B OOJIACTH 3aLUTHI UH(OpMAIIUH.

[oBbrmienue ocsenomiaeHHOCTH paboTHUKOB I'B/IOY ocymecTBisiercs:

o cymectBytomuM B I'6/I0Y oprannzanroHHO-paciopsiiMTENbHBIM JOKYMEHTaM;

o npumensieMbiM B ' BJIOY mepam 3amuTel nHGOpMaIuu;

10 IPAaBUJIILHOMY HCIIOJIb30BaHHUIO CPEICTB 3AIIUTHI HH(POPMALIUH.

7  3AKIIOYEHHE

[Ipn w3MeHeHWW CHCTBYIONIETO 3aKOHOAaTeNlbcTBa Poccuiickoit denepanum B 001acTH
3amMThl MH(OpManMM, a TaKXKe OpraHU3alMOHHO-PACIIOPAIUTENbHBIX JokyMeHTOB ['BJIOY
Hacrosamas [lonmuTuka U M3MEHEHHUS K HEW MPUMEHSIIOTCS B 4YacTH, HE NMPOTHUBOPEYAIC BHOBb
MIPUHATBIM 3aKOHOJATENIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TAaKK€ BHYTPEHHUM JIOKYMEHTaM
I'OY.

Bce T1peOoBaHWs, YCTaHOBICHHBIC JCHCTBYIOIIMM 3aKOHOJATEILCTBOM  Poccuiickoit
®denepanyu, NOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMU OTHOHIEHUSIMH, a Takxke nmoaxon I'BIOY k
00EeCTIeUeHUI0 COOTBETCTBUS ITUM TPEOOBAaHUSAM JIOJKHBI OBITH SIBHBIM 00pa3oM OINpeaeNeHBI,
JIOKYMEHTHUPOBAHBI ¥ TIOJIJIEPKUBATHCA B AKTYAJIbHOM COCTOSIHUU.

I'bBIOYM B MNpUOPUTETHOM  HANpaBICHUU  JIOKEH  PAacCMaTpUBATHCS  MEPEXO]T
a IpOorpaMMHOro oOecrieueHrne OTEUYEeCTBEHHOrO MPOU3BOIAUTENS, BKIIOUEHHOTO B €IUHBIA PEECTp
POCCHICKUX MPOrpamMM JUIsl JIEKTPOHHBIX BBIUMCIUTEIBHBIX MAIllMH U 0a3 JaHHBIX. B ToMm uucne
[0 YacCTH CEPBEPHOr0, KOMMYTAIIMOHHOIO OOOpYAOBaHMS M MPOrpaMMHO-aIapaTHBIX CPEICTB
BKJIIOUCHHBIX B EIMHBIN peecTp pOCCUNCKON PagO3JIEKTPOHHON IPOLYKIIUU.

[lepecmoTp W BHECEHME M3MEHEHHWW B HACTOAIYH [loNMTHMKY OCYIIECTBISIOTCS
Ha MEPUOJNYECKON U BHETUIAHOBOW OCHOBE.
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